PolicyStat Integration Factors

Required Firewall Rules

To support full usage of PolicyStat, your organization’s firewall and filtering rules must allow traffic from all
the flowing domains:

*.algolia.net
* s3.amazonaws.com

* cloudfront.net
*.googleapis.com
*.newrelic.com

* policystat.com

* pstattraining.com
* rldatix.com

* screencast.com
*.hotjar.com
ajax.aspnetcdn.com
api.mixpanel.com
cdn.mxpnl.com

For more details on required domains, see What are the Required Firewall Rules for accessing PolicyStat?

Allow List PolicyStat’'s Mail Domain / IPs

e *@rldatix.com

e *@policystat.com
e Dedicated Source IP; 198.2.135.49

PolicyStat IP Addresses for LDAP(S)

If your organization has chosen to integrate your Active Directory, secure LDAP connections from the
following six IP addresses must be allowed for synchronization to occur. PolicyStat utilizes a
geographically redundant architecture, maintaining connections from two separate servers simultaneously.

Sandboxed/Training environment:

e 174.129.226.255
e 174.129.250.147
Production/Live environment;

e 184.72.224.151
e 184.72.224.167
Beta environment:

e 184.72.236.214
e 184.72.237.166

Further Integration Options

Your Implementation Consultant can provide further assistance with integration options regarding VPN
Configuration, Active Directory Integration, and Single Sign-On (SSQO) via SAML 2.0
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